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This final section that we're going to be presenting on today is focused on technology and social media in the CRCC Code of Ethics to emphasize the importance of technology and social media as it applies to rehab counselors. There's an entire section on the ethical codes and standards that should be applied whenever we are using technology as counselors, using social media. And that's Section J. 
And that's the newest section that was added to the CRCC Code of Ethics. ACA did something very similar. And we've seen understandably in the past two decades just an explosion of the use of technology for good and for bad. But it's important to review those sections if you're not familiar with them. 
Other areas of the code of ethics that could apply when it comes to working in Pre-ETS and considering technology and social media, Section A.5.f talks about how rehab counselors are prohibited from establishing personal virtual relationships with current clients. 
So if a guardian, if a parent, because those are part of the client unit, or a student with a disability asked to be your friend on any kind of social media platform, the simple answer to that is, no, I will not be doing that. And it's good to, again, review this information with students with disabilities early on at the very onset of providing Pre-ETS in the school system so that they're aware of those limitations and the boundaries that need to be set in that counseling relationship. 
Section J.4 talks specifically about social media. And it covers counselors, electronic presence, monitoring social media, informed consent, privacy, and confidentiality as it all applies to social media. Section J also covers technology-based distance counseling. I like to highlight that right now as we are still in the pandemic. And that some services are being provided to students with disabilities virtually. And so it's important to be aware of the practices and the best practices around providing distance counseling, especially to youth with disabilities as well. 
So what's the role of social media? Well, in general, and it's a good role in terms of people with disabilities, staying connected. And I think we saw that that was most certainly a benefit of social media during the height of the pandemic and even prior to that with there being specific groups out there that were for individuals with specific types of disabilities to connect with each other, to make friendships and have a peer group, a support group, if you will, and to stay connected to individuals in their community as well as outside the community. 
Information, I put a question mark, obtaining information on social media. Yes, there is some information that is flowing through social media that's good. Some of it is not good. We always want to make sure that even in working in Pre-ETS in some of those conversations you might be having around career and career exploration, and the job market and what's happening, that we are making sure that our students with disabilities are aware of what is factual and what is not. 
Of course, socializing and engaging with others is a benefit of social media. Again, this is another area, though, if we're thinking about Pre-ETS in terms of keeping information confidential in a group setting. That you want to make sure that you're having that conversation with students so that they're aware that confidentiality can be breached on social media as well with the same repercussions as it would if you're doing it in person. 
News, I think, is close to like obtaining information with the question mark as you can get. And again, some news is good. Some news is bad on social media. So it's important that we are addressing any issues that might come up with our students when working in Pre-ETS. 
So how do councilors use social media? Well, anymore it's quite common for a counselor to have a private page and a page that maybe for the private practice. So a personal page, and then a page for their private practice. So if you do have a private page, a personal page, you want to make sure that you are maintaining those privacy settings. 
I know councilors that do not put the name that they go by at work as their profile name. They may use some form of an abbreviation or nickname. Because if clients want to find you, especially these tech-savvy adolescents with disabilities, be sure that they will find you in some way. So it's about making sure that you're keeping information private to the best of your abilities and making sure that you're acknowledging that, yes, they may send a friend request, but no, you are not able to accept it. 
If you do have a professional page-- and I understand that those of you that are working in state VR systems likely do not, but if you do have a professional page maybe you're doing some consulting work or whatnot, it's important that you make sure to keep that professional page disconnected from your personal page. And that you're keeping your biases and values and belief systems out of that professional page as well. And that you're maintaining confidentiality on that professional page in addition to just running it and managing it in general. 
The only guaranteed way to avoid an ethical dilemma is to not use social media. I tell my students that. I've always told my students that. And I would tell any counselor that as well. I understand though that that's not likely going to happen for most people. Most people in the same age do have some presence on social media in some way. Even if it's a LinkedIn page, that's still a form of social media. So even those professional sites that are available for counselors, it's important to make sure that you're really regulating the information that's being put out there. 
And youth use of social media. A tongue twister there. Again, youth with disabilities are not unlike youth without disabilities. I think the younger age group is more tech-savvy than I could have ever imagined. And I'm probably showing my age of it there by saying that. 
But youth anymore will typically be on multiple social media platforms, and they may have multiple pages within one social media platform. And so they are using it as a way to connect with others again, to feel engaged with community and their peers, and maybe even to be reaching a broader audience depending on that individual. 
However, they may not be aware of the privacy settings or the purpose of those privacy settings. And they may not have that oversight from their parents or guardians as well. And so it can be useful, especially when we're talking about Pre-ETS and working with adolescents and preparing them to transition into the workforce, making them aware of the fact that information that's put out on social media doesn't disappear forever just because it's the next day. That this information can be found. It might be looked at by a potential employer. 
Youth with disabilities may not be aware of what is appropriate or inappropriate to post on social media platforms. So it could be good to review that with them as well. And reviewing the risks and benefits that might be unknown to them. 
One thing that comes to mind is just the scammers that are out there, the people that have those fake profiles, people that catfish other people on social media. So those are things that might be important to talk to youth with disabilities about if and when they are using social media platforms. I'm going to turn it over to Linda to talk about employer aspect of social media. 
Thanks, Elisabeth. This is a really interesting area to me. Employers obviously use social media for valid reasons. Most companies have a website where they promote their business or their services. A lot of employers now are advertising jobs and using online application procedures to try to locate in higher quality staff. All very valid reasons to use social media these days. 
Employers also use social media for some questionable and sometimes maybe illegal reasons. One is to discriminate if you put information on your social media that shows your gender, your race, your ethnicity, your religion, things like that. If an employer has a tendency to discriminate, employer certainly can find that kind of information when they receive a job application with identifying information. Hopefully, most employers don't do that, but it certainly is possible. 
Some employers also use social media to spy on employees. Sometimes they don't mean to, but they get reports from coworkers, for example. A couple of good examples, one, is when an individual asks for leave because of a medical reason and their coworkers see pictures of them on social media on a vacation having a great time. Obviously, not sick. And they share that with the employer. 
One we're hearing about now during the pandemic is individuals with medical conditions asking to continue teleworking because their medical conditions place them at risk should they get COVID. And then, of course, they're posting pictures of themselves at events like a concert, out at a restaurant, at a party with other people. One employer said that the individual wasn't even wearing a mask when out in public recently based on the social media pictures. So sometimes employers find out about these things. And maybe don't purposely look for them, but they find out about them. 
Some employers use social media to try to control off-duty conduct. Maybe an employer has a certain moral code in their employment agreements, or they have ethical rules that they live by and they expect their employees to follow. And maybe seeing individuals, letting them know that they're going to be checking them out on social media. We've heard that happening as well. 
So the questions become when you're working with placing individuals with disabilities is, can employers, potential employers look at those social media pages? And can employers use those social media posts to make their employment decisions? 
Well, the laws in this area are all over the map and do vary from state to state. But even if you've got a law in the state that you're working in that says employers are not supposed to use that media or look at it, that's going to happen anyway, at least in my experience. So I think the safest approach when you're working with individuals is to assume that employers are going to be seeing social media posts, and that they're going to be using that information when they're making hiring decisions. 
So as Elisabeth mentioned earlier, when you're talking to your clients about the use of social media and how accessible that is to others, you may want to have this conversation about the potential misuse of that information when employers are considering hiring them just so that they're aware. Then they make their own decisions, but at least they'll know that this information may not be as private as you think it is. Back to you, Elisabeth. 
So what are some practical applications when it comes to technology use and social media as what would apply in Pre-ETS services? So again, emphasizing again, always emphasizing that you do not want to accept youth consumers or their parents or guardians as friends or followers on any social media platform. It should go without saying, but it doesn't always. 
Don't ask to follow them or befriend them. And looking up their family posts, consumer posts would not in most circumstances be appropriate either. If there is a reason to be looking at their social media, you want to disclose this to them prior to reviewing it. And it may be part of your process, the group process in Pre-ETS that you are reviewing social media posts and pages to make sure that there isn't an inappropriate content or information out there, or working with your client to do that. But you want to make sure that you're disclosing it prior to. 
Reviewing posts that you are posting, friends that are tagging you in posts, about info that is oftentimes located on our social media profiles, and pictures. Just again to make sure that the information that you have out there is what you actually want to have out there in case somebody were to locate you on social media. And that the pictures that you have available are things that you would want potentially family members, guardians of individuals, clients, and Pre-ETS to see or even the consumers themselves. 
Regularly check privacy settings. I find that they sometimes change with updates, or modifications, or things that come through in Congress, if you will. So we have to check those privacy settings to make sure that we really are setting them in the way that we intend to. 
Be careful when posting, liking, sharing, or commenting on others. I can think of one particular case that did come through where a counselor, an LPC posted some information on somebody else's page about what their treatment should be for a mental health condition. 
That information was then taken to a licensing board. And that person was reprimanded for doing so because they were providing counseling information to somebody via technology and social media in appropriate way. So those things can come back. You want to make sure that you're not posting inappropriately and staying within your boundaries of competence. 
Including a statement and the informed consent can be incredibly useful. And I have been finding there's an assignment that I have my students do in one of my classes, the ethics class, where they develop their own informed consent. And a lot of students that are currently working in a counseling related agency will provide statements that include a clause or paragraph or two about social media and technology. 
And so I find that agencies are being a little bit more proactive in this area and outlining what the expectations are for their counselors and what clients can expect in terms of social media and technology usage, and how that could impact the relationship. 
So to wrap up today, we just wanted to provide you with some available resources. Again, using those ethical decision-making models or using the ACA decision-making model, you should not feel like you're alone on a deserted island. You want to be consulting with others. You want to be talking with colleagues, while appropriately maintaining confidentiality of your clients and Pre-ETS. 
However, sometimes it might require going to the next level. And so the ACA does have an ethics department that you can call or email if there's an ethical dilemma and you'd like to get some feedback. They do ask that you have gone through a decision-making model really just to show that you're not kind of throwing out the question to them without doing that work on the back end to figure out if there's an actual resolution to the conflict, but that would not involve them. 
CRCC Ethics Committee Advisory Opinion can also be asked. And there are some guidelines for that as well. You can also find some advisory opinions on their website too. So that maybe that somebody else has faced an ethical dilemma that was similar, or somebody else has not done the right thing around an ethical dilemma or situation and therefore has gotten in trouble over it and the CRCC posts information on that on their website. 
The ACA Practitioner's Guide to Ethical Decision Making is another wonderful resource for you. You can print out their guide. They offer a PDF, posters that you can put in your office just as a nice reminder of what the decision-making model and the steps look like. 
And of course, the Job Accommodation Network is an excellent resource, free resource for everybody, including your clients, including parents and guardians as well. Anybody on the IEP teams or on an interdisciplinary team can contact Jan and get some feedback and guidance on what next steps could be useful to take. So with that, I thank you all for joining us today. And I hope you found this presentation and the associated module useful in your practice. 
